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4.2.

ISSUE

To consider and approve the amendments to the Council’s Information Security
Policy 2024.

RECOMMENDATION(S)

Members are requested to:

i) Approve the Information Security Policy as set out in Appendix 1; and

i) Delegate authority to the Corporate Management Team to approve any
Codes of Practice arising from this policy.

BACKGROUND/OPTIONS

The Council last reviewed the Information Security Policy in 2020.

The Information Security Policy (provided at Appendix 1) provides a framework
and guidance to ensure that all data held by the Council, in any format is secure
and complies with the requirements of the relevant legislation, particularly the Data
Protection Act 2018.

It is important to note that the Information Security Policy should not be read in
isolation. Users of the policy must read the Information Security Policy in
conjunction with other policies, codes of practice and guidance documents.

The review of the policy has led to changes as follows: Clarification of wording;
updating relevant legislation referred to in paragraph 4.1; new paragraphs outlining
requirements of staff, members and third parties have been included 8.2, 9.4,
11.3.3, 22.7 and 22.8 and ensuring the policy meets accessibility standards.

ARGUMENTS/CONCLUSION(S)

The Information Security Policy provides clear and defined guidelines that must
be followed by staff, third party contractors and elected members. Without these
clear guidelines the Council could be at risk of data breaches.

It is intended that this policy will be reviewed in three years’ time, unless there are
changes to legislation that require the policy to be reviewed sooner.

Agenda Item 15 - Page 1


mailto:karen.wright@eastcambs.gov.uk

4.3.

5.0

5.1.
5.2.
5.3.

6.0

In addition to this policy there will be a need to review associated guidance
documents. These documents will provide additional information and guidance,
these will be approved by the Corporate Management Team and published on the
Intranet and on ICT Helpdesk portal.

FINANCIAL IMPLICATIONS / EQUALITY IMPACT STATEMENT / CARBON
IMPACT ASSESSMENT

There are no additional financial implications arising from this report.
Equality Impact Assessment (EIA) not required.
Carbon Impact Assessment (CIA) not required

APPENDICES

Appendix 1 — Information Security Policy
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Introduction

All information held by the Council, in all formats, represents an extremely
valuable asset, without it our jobs would be impossible to do.

Information is precious and, therefore, must be used and stored in a secure
manner. We have identified information management and security as one
of our key risks. Information Security is everyone’s responsibility, and this
policy will provide guidance covering all aspects of processing information.

The Policy must be read in conjunction with other information management
and IT Policies, Code of Practice and guidance documents, including but
not limited to;

e Data Protection Guidance

e Data Breach Guidance

e Remote Working Code of Practice

e Social Media Guidance

e ICT Equipment, Internet and Email Acceptable Use Policy
e Data Retention and Disposal Guidelines

e ICT Password Protocol

e ICT Starter / Leavers Procedure

The Policy applies to all members, employees of the Council, and
employees of all entities owned by the Council. It also applies to
contractors, business partners and visitors not employed by the Council but
engaged to work with or who have access to Council information, (e.g.
computer maintenance contractors) and in respect of any externally hosted
computer systems.

The Policy applies to all locations from which Council systems are accessed
(including remote access). Where there are links to enable non-council
organisations to have access to Council information, officers must confirm
the security policies they operate meet the Council’s security requirements.
A copy of any relevant third-party security policy should be obtained and
retained with the contract agreement.

Suitable third-party processing agreements must be in place before any
third party is allowed access to personal information for which the Council
is responsible.
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The policy applies throughout the lifecycle of the information from creation,
storage, use and disposal. It applies to all information including;

e information stored electronically in databases or applications e.g. email

e information stored on computers, laptops, tablets, mobile phones or
removable media such as hard disks, CD/DVD’s, memory sticks and
other similar media

e Information stored on networks

e All paper records

e Microfiche, visual and photographic materials including CCTV

e Spoken, including face-to-face, voicemail and recorded conversation

Definition of Information Security

Information security means safeguarding information from unauthorised
access or modification to ensure its:

o Confidentiality — ensuring the information is accessible only to those
authorised to have access

. Integrity — safeguarding the accuracy and completeness of
information by protecting against unauthorised modification

e Availability — ensuring that authorised users have access to
information and associated assets when required

Policy Compliance

Service Leads should ensure all staff are aware of and understand the
content of this policy.

If any user is found to have breached this policy, they could be subject to
East Cambridgeshire District Council’s Disciplinary Policy and Procedure.
Serious breaches of this policy could be regarded as gross misconduct.

Democratic Services Manager will ensure all members have received a copy
of the policy and any queries relating to the policy can be directed to the
ICT Manager.

If any Member is found to have breached the policy, it could be treated as
a breach to the Members Code of Conduct and be reported to the ICO.

Legal and Regulatory Requirements

Users of the Council’s information assets will be required to abide by UK
and European Legislation relevant to security including;
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Data Protection Act 2018

The UK General Data Protection Regulation (UK GDPR)
Computer Misuse Act 1990

Privacy and Electronic Communications Regulations 2003
Copyright, Designs and Patents Act 1988

Freedom of Information Act 2000

Payment Card Industry Data Security Standards (PCI DSS)
Users should seek guidance about the legal constraints of using

information in their work and the Council will provide appropriate
guidance and training to its staff.

Roles and Responsibilities

The Council’s Senior Information Risk Officer (SIRO) has responsibility for
managing information risk on behalf of the Chief Executive and the
Council’'s Management Team, setting strategic direction, and ensuring
policies and processors are in place for safe management of information.

Service Leads and Line Managers must:

5.2.1

5.2.2

5.2.3

524

5.2.5

5.2.6

5.2.7

ensure all staff, whether permanent or temporary, are instructed
in their security responsibilities.

ensure staff using computer systems/media are trained in their
use.

determine which individuals are given authority to access specific
information systems. The level of access to specific systems
should be on a job function need, irrespective of status.

ensure staff are unable to gain unauthorised access to Council IT
systems or manual data.

implement procedures to minimise the Council’s exposure to
fraud, theft or disruption of its systems such as segregation of
duties, dual control, peer review or staff rotation in critical
susceptible areas.

ensure current documentation is maintained for all critical job
functions to ensure continuity in the event of relevant staff being
unavailable.

ensure that the relevant system administrators are advised
immediately about staff changes affecting computer access (e.g.
job function changes or leaving the Council or its Trading
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Companies) so that passwords may be changed, or accounts
deactivated and/or amend data access rights.

ensure information held is accurate, up to date, and retained, in
line with Council retention and disposal guidelines.

be aware of information or portable ICT equipment which is
removed from the Council Offices for the purpose of site visits or
remote working and ensure staff are aware of the security
requirements detailed in Section 9.

ensure relevant staff are aware of and comply with any
restrictions specific to their role or service area. This would
include Data Sharing Agreements to which the Council is a
signatory.

Members and Staff are responsible for:

5.3.1

5.3.2

5.3.3

5.3.4

5.3.5

5.3.6

ensuring that no breaches of information security result from their
actions.

reporting any breach, or suspected breach of security to the
Council's Information Officer without delay. Further details can be
found in the Data Breach Guidance for Staff document (found on
the East Cambridgeshire District Council’s Intranet - Data
Protection Pages https://intranet.eastcambs.gov.uk/policies/data-

protection).

ensuring information they have access to remains secure. The
level of security will depend on the sensitivity of the information
and any risks which may arise from its loss.

ensuring they are aware of and comply with any restrictions
specific to their role or service area. This would include, for
example, Memoranda of Understanding with Government
Departments and Data sharing Agreements to which the Council is
a signatory.

All staff should be aware of the confidentiality clauses in their
contract of employment.

Advice and guidance on information security can be provided by
the Information Officer (Legal) and, in relation to IT Security, the
ICT Manager
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6.0 Keeping Data Secure

6.1

6.2

6.3

Data Protection by Design and Default.

6.1.1 The UK General Data Protection Regulation (UK GDPR) requires
that organisations put in place appropriate technical and
organisational principles and safeguard individual rights. This is
known as ‘Data Protection by Design and Default’. It means we
have to integrate data protection into our processing activities and
business practices from the design stage right through the
lifecycle.

6.1.2  The Council will ensure that privacy and data protection is a key
consideration in everything we do. As part of this we will:

e consider data protection issues as part of the design and
implementation of systems, services, products and business
practices

e make data protection an essential component of the core
functionality of our processing systems and services

e anticipate risks and privacy-invasive events before they occur
and take steps to prevent harm to individuals

e only process the personal data that we need for our
purpose(s) and that we only use the data for those purposes

Core privacy considerations should be incorporated into existing project
management and risk management methodologies to ensure:

potential problems are identified at an early stage

increased awareness of privacy and data protection

legal obligations are met and data breaches minimised

actions are less likely to be privacy intrusive and have a negative
impact on individuals

All paperwork particularly those that include sensitive and/or personal
identifiable information should be locked away when not in use and at the
end of each day.

7.0 Access Control

7.1

Page 7

Staff, members and contractors must only access systems for which they
are authorised. Under the Computer Misuse Act (1990) it is a criminal
offence to attempt to gain access to computer information and systems for
which they have no authorisation. All contracts of employment and
conditions of contract for contractors should have a non-disclosure clause,
which means that in the event of accidental unauthorised access to
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information (whether electronic or manual) the member of staff or
contractor is prevented from disclosing information which they had no right
to obtain.

All new starters will only be given controlled access to applications/systems
and data file areas as provided by line managers on the IT New Starter
Form. Additions or changes to the access privileges to any
application/system and data file areas must be made using the ICT
Helpdesk and will only be actioned following authorisation from the
employee’s line manager or director.

The ICT Team must be informed by HR or by an employee’s line manager
or Director before the last working day of employment for any employee
leaving the Council. The ICT Team will remove access rights to the
employee’s network account.

Line managers and system administrators must ensure that passwords to
local systems are removed or changed to deny access. This would apply to
systems externally hosted and not under the remit of the ICT Team, for
example.

System administrators will delete or disable all identification codes and
passwords relating to members of staff who leave the employment of the
Council on their last working day. The employee’s manager should ensure
that all PC files of continuing interest to the business of the Council are
transferred to another used before the member of staff leaves.

Where appropriate, staff working out notice are assigned to non-sensitive
tasks or are appropriately monitored.

Staff, members and contractors must comply with the Council’s Password
Protocol.

Particular attention should be paid to the return of items which may allow
future access. These include personal identification devices, access cards,
keys passes, manuals and documents.

Managers must ensure that staff leaving the Council’s employment do not
inappropriately wipe or delete information from devices. If the
circumstances of leaving make this likely then access rights should be
restricted to avoid damage to Council information and equipment.

All visitors must have official identification issued by the Council. If
temporary user accounts and passwords are needed to allow access to
confidential systems, a request via the ICT Helpdesk should be made.
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Details should include who the visitors are, the company they represent,
what is required to be accessed and why the access is needed. These
access rights need to be disabled when the visitor has completed the
necessary task. Visitors must not be afforded an opportunity to casually
view computer screens or printed documents produced by any information
system without authorisation.

Physical security to the building with the exception of the reception is
provided through access control. Staff and members must challenge
anyone they do not recognise in the office areas. Never let someone you
don’t know or recognise to tailgate you through security doors.

Security of Equipment

Portable devices with the ability to store data must have appropriate access
protection, for example passwords and encryption.

All Council issued mobile phones must be enrolled in the Councils mobile
device management software.

Portable devices must not be left unattended in public places.

Computer equipment is vulnerable to theft, loss or unauthorised access.
Any authorised user of council portable devices should secure laptops and
handheld equipment with the equipment being locked away when they
leave the office.

Portable devices must be kept out of sight when travelling in a vehicle and
should always be locked away in the glove box or similar or the boot of the
vehicle. Equipment should not be left in a vehicle overnight.

Users of portable devices are responsible for the security of the hardware
and the information it holds at all times on or off Council property. The
equipment should only be used by the individual to which it is issued.

Users working remotely must ensure appropriate security is in place to
protect Council equipment or information. This will include physical
security measures to prevent unauthorised entry to the property and
ensuring Council equipment and information is kept out of sight.

Council issued equipment must not be used by non-council staff and
members.

Agenda Item 15 Appendix 1



9.0
9.1

9.2

9.3

9.4

10.0
10.1

Page 10

Agenda Item 15 Appendix 1

Payment Card Industry (PCi) Compliance

The Council is currently Payment Card Industry Data Security Standard (PCI
DSS) compliant. This is a set of requirements designed to ensure that all
companies that process, store, or transmit credit or debit card information
maintain a secure environment.

Failure to comply with these standards could lead to fines or even the
removal of the Councils ability to accept card payments.

Those users who have access to any part of the Council’s cash receipting
systems whereby they are taking payments either in person or over the
phone must only enter card numbers into the relevant payment screens
and under no circumstances must card holder data such as card
numbers be written down or copied by anybody as this would breach our
PCI compliance.

Under no circumstances should payment be taken over the phone when
working remotely. Any call requiring payment should be transferred to a
member of staff in the office.

Security and Storage of Information

All information, whether electronic or manual, must be stored in a secure
manner, appropriate to its sensitivity. It is for each service area to
determine the sensitivity of the information held and the relevant storage
appropriate to the information. Suitable storage and security includes:

paper files stored in lockable cupboards or drawers

portable devices stored in lockable cupboards or drawers

electronic files password protected or encrypted

restricted access to ICT systems

computer screens to be ‘locked’” whenever staff leave their desk

removable media (for example, CD, DVDs and USB pens/sticks/drives)

should be kept in lockable cupboards or drawers and information
deleted or media destroyed (e.g. CD) when no longer required.

Removable media must not be plugged into Council’s devices unless

authorised by the ICT Team .

e paper files removed from the office (for site visits or when working
remotely) to be kept secure at all times and not left in plain sight in
unattended vehicles or premises

e portable devices must not be left in unattended vehicles

e it is advisable that paper files containing personal or sensitive data are

kept separate from portable Devices, particularly when working

remotely.
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e At no time should sensitive, confidential or personal information be
stored on a portable device’s hard drive. Access to this type of
information must always be through the Council’s network.

e Staff should be aware of the position of their computer screens and
take all necessary steps to prevent members of the public or visitors
from being able to view the content displayed on the screens.

Posting, Emailing and Copying Information

If information is particularly sensitive or confidential the most secure
method of transmission must be selected. The following should be adopted
as appropriate, depending on the sensitivity of the information.

It is important that only the minimum amount of personal or sensitive
information is sent, by whichever method is chosen.

Sending information by email:

11.3.1  Carefully check the recipient’s email address before pressing send
— this is particularly important where the ‘to’ field autocompletes.

11.3.2  If personal or sensitive information is regularly sent via email,
consideration should be given to disabling the auto complete
function and regularly empty the auto complete list. Both options
can be found in Outlook under *file’, ‘options’ and ‘mail’.

11.3.3 Consideration should be given as to whether personal or sensitive
information needs to be sent. If the data is to be sent then using
at a minimum a password protected file (sending the password
separately), an encrypted email or via Secure File Transfer
Protocol. If unsecure which method is best guidance from the ICT
Team should be sought.

11.3.3 Staff and members must take care when replying ‘to all’ — do you
know who all recipients are and do they all need to receive the
information being sent.

Sending information by post:
11.4.1 Check the recipient’s address is correct.

11.4.2 Ensure only the relevant information is in the envelope and that
someone else’s letter hasn’t been included in error.
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11.4.3 If the information is particularly sensitive or confidential send
using the most secure method of delivery, this could be Special
Delivery or Courier.

Printing and Photocopying:

11.5.1 When printing or photocopying multiple documents, staff and
members must ensure the documents are separated.

11.5.2 Make sure your entire document has copied or printed — check
that the copier/printer has not run of paper. This is particularly
important when copying or printing large documents.

11.5.3 Do not leave the printer unattended — someone else may come
along and pick up the printing by mistake.

11.5.4 Consideration should be given to printing of sensitive data and
should be printed using the MFD printers, where possible due to
the more secure nature of the printer (authentication by user
card).

Redacting

Any third party data must be redacted either before sending it out or
posting it onto the website. A suitable and permanent redaction method
should be used.

The use of black marker pen is not a suitable method of redaction.

Changing the colour of text (e.g. white text on a white background) or
using text boxes to cover text are not suitable redaction methods, as these
can be removed from electronic documents. If guidance is needed for
redacting documents, please contact the ICT Team.

Sharing and Disclosing Information

When disclosing personal or sensitive information to customers, particularly
over the phone or in person, ensure you verify their identity. Service areas
dealing with customers on a daily basis should have suitable security
questions which must always be used. If in doubt, ask for suitable ID or
offer to post the information (to the contact details on file).

If a request for disclosure of information is received the request must be
referred to the Information Officer (Legal).
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Retention and Disposal of Information

Information must only be retained for as long as it is needed for business
purposes, or in accordance with any statutory retention period.

Staff should refer to the Council’s Retention and Disposal Guidelines for
further information. The schedule sets out the type of information held in
service areas, together with statutory or agreed retention periods. Contact
the Information Officer (Legal) for further advice on retention.

When disposing of information please ensure the most appropriate method
is used. Paper files containing personal or sensitive information must be
disposed of in the confidential waste bins/bags. Electronic information
must be permanently destroyed.

When purchasing new computer systems or software, please consider
requirements for the retention and disposal of information and ensure
these are included at the scoping stage.

When a member of staff leaves, their electronic stored data (Email mailbox,
“Private” file storage on the network) will be archived and stored for 3
years. The electronic data may be accessed by the leaver’s Line Manager,
Service Lead or Director and any electronic data may be copied/moved out
of the storage archive if deemed necessary for business purposes. The
electronic data in the storage archive will be destroyed in lines with the
Council’s retention and Disposal Guidelines after the 3 year period.

When a Council Member leaves the authority, their electronic stored data
(Email mailbox, “Private” file storage area on the network) will be archived
and stored for 3 years from the date of leaving office. The data may be
accessed by the Monitoring Officer or Deputy Monitoring Officer for the
purposes of ongoing investigations or similar.

When a Council Member leaves the authority they must return any Council
Equipment. If the member has stored any data outside of the Council’'s
network the data must be deleted/removed from any device and emails
deleted. A confirmation email must be sent to the Information Officer
confirming the data has been deleted.

Vacating Premises or Disposing of Equipment

All Council information should be removed from the premises should they
be vacated and from equipment before it is disposed of. Equipment
includes cupboards and filling cabinets as well as computers or other
electronic devices.

Agenda Item 15 Appendix 1



15.2

15.3

15.4

15.5

16.0
16.1

17.0

17.1

17.2

18.0
18.1

19.0
19.1

Page 14

Agenda Item 15 Appendix 1

If the Council vacates any of its premises, the Manager of the service area
occupying the premises must undertake appropriate checks of all areas,
including locked rooms, basements and other storage areas, to ensure all
Council information is removed. Such checks should be documented, dated
and signed.

If information is bagged for disposal (whether confidential or not), this
must be removed before the building is vacated.

Cupboards and filing cabinets must be checked before their disposal to
ensure they contain no documents or papers.

All ICT equipment should be disposed of by the ICT Team. The ICT Team
will arrange the disposal of the equipment through a company with the
necessary credentials for that type of equipment e.g. hard drive shredded.

Cloud Storage Solutions

The use of cloud storage solutions (Dropbox, Onedrive Personal, iCloud
etc.) for the transfer of Council information must not be used without prior
authorisation from both the Legal and ICT Teams.

Systems Development

All system developments must include security issues in their consideration
of new developments, seeking guidance from the IT Team where
appropriate.

Data Privacy Impact Assessments (DPIAs) may be required to be carried
out prior to purchase of any new system which will be used for storing and
accessing personal information. Please see the Information Officer (Legal)
prior to any new systems or technologies being implemented.

Network Security

The Council will engage a third-party specialist to routinely review network
security.

Risks from Viruses and other malicious software

Viruses (including malware and zero day threats) are one of the greatest
threats to the Council’s computer systems. PC viruses become easier to
avoid if staff and members are aware of the risks with unlicensed software
or bringing data/software from outside the Council. Anti-virus measures
reduce the risks of damage to the network.
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ICT centrally maintain and update the currency of the virus definition files
on servers, but users are responsible for checking that virus updates are
automatically occurring on all desktop machines. Advice and support is
available from the ICT Team if any remedial action is necessary. Any
suspected virus attack must be report by the ICT Helpdesk.

Ransomware is becoming more common and is a serious threat to data
stored by the Council. A device, system or network attacked by
ransomware may have all files it has access to encrypted and in some
cases may have the data stolen by malicious attacks. Ransomware, and
many common viruses, are often distributed via malicious email or
malicious websites. Only click links and download/open attachments from
trusted sources and only when you expect the item(s). Do not open or
download a file if you are not sure.

Cyber Security

Cyber security and cybercrime are increasing risks that, if left unchecked,
could disrupt the day to day operations of the Council, the delivery of local
public services and ultimately have the potential to compromise national
security.

Regular cyber security training will be provided to all staff and members.
This will also include regular phishing exercise to all staff.

Access to Secure Areas

The Council’s local network equipment and servers will be located in secure
areas and where appropriate within locked cabinets.

Unrestricted access to the central computer facilities will be confined to
designated staff whose job function requires access to that particular
area/equipment.

Restricted access may be given to other staff where there is a specific job
function need for such access.

Authenticated representatives of third party support agencies will only be
given access through specific authorisation.

Security of Third Party Access

No external agency will be given access to any of the Council’s networks
unless that body has been formally authorised to have access.
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All external agencies will be required to sign security and confidentiality
agreements with the Council.

All external agencies processing personal information on the Council’s
behalf (including via a hosted IT System) will be required to sign a third
party processing agreement.

The Council will control all external agencies access to its systems by
enabling/disabling connections for each approved access requirement.

The Council will put in place adequate procedures to ensure the protection
of all information being sent to external systems. In doing so, it will make
no assumptions as to the quality of security used by any third party but will
request confirmation of levels of security maintained by those third parties.
Where levels of security are found to be inadequate, alternative ways of
sending data will be used.

All third parties and any outsourced operations will be liable to the same
level of confidentiality as Council staff and members.

All third parties must ensure that no breaches of information security result
from their actions.

All third parties must report any breach, or suspected breach of security to
the Council’s Information Officer without delay.

Data Backup

Data must be held on a network directory, to ensure routine backup
processes capture the data. Information must not be held on a device’s
local storage without the prior approval of the ICT Manager.

Data should be protected by clearly defined and controlled back-up
procedures which will generate data for archiving and contingency recovery
purposes.

ICT should produce written backup instructions for IT Systems under their
management. Procedures should be in place to recover to a useable point
after restart of this back-up.

Archived and recovery data should be accorded the same security as live
data and should be held separately preferably at an off-site location.
Archived data is information which is no longer in current use, but may be
required in the future, for example, for legal reason or audit purposes. The

Agenda Item 15 Appendix 1



23.5

23.6

23.7

24.0

24.1

24.2

24.3

24.4

24.5

Page 17

Agenda Item 15 Appendix 1

Council’s Retention and Disposal Guidelines must be followed in
determining whether data should be archived.

Recovery data should be sufficient to provide an adequate level of service
and recovery time in the event of an emergency and should be regularly
tested as determined by the Disaster Recovery Document.

Recovery data should be used only with the formal permission of the data
owner, the relevant Service Lead/Director or as defined in the contingency
plan for the system.

If live data is corrupted, any relevant software, hardware and
communications facilities should be checked before using the back-up data.
This aims to ensure that the back-up is not corrupted in addition to the live
data. An engineer (software or hardware) should check the relevant
equipment or software using his/her own test data.

Software

All users must ensure that they only use licensed copies of commercial
software. It is a criminal offence to make/use unauthorised copies of
commercial software and offender are liable to disciplinary action. Each
user should ensure that a copy of each licence for commercial software is
held.

The loading and use of unlicensed software on Council computing
equipment is NOT allowed. All staff and member must comply with the
Copyright, Designs and Patents Act (1988). This states that it is illegal to
copy and use software without the copyright owner’s consent or the
appropriate licence to prove the software was legally acquired. The Council
monitors the installation and use of software by means of regular software
audits; any breaches or software copyright may result in personal litigation
by the software author or distributor and may be the basis for disciplinary
action under the Councils Disciplinary Policy and Procedures.

The Council will only permit authorised software to be installed on its IT
equipment. Approval will be via ICT Team. Any requests for software to
be installed should be made by the ICT Helpdesk.

Where the Council recognises the need for specific specialised PC products,
such products should be registered with ICT and be fully licensed.

Software packages must comply with and not compromise Council security
standards.
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Education software for training and instruction should be authorised,
properly purchased, virus checked and installed by ICT Team. Where a
software package includes ‘games’ (for example, to enable the user to
practise their keyboard skills), then this will be allowed as long as it does
not represent a threat to the security of the system.

The Council seeks to minimise the risks of computer viruses through
education, good practice/procedures, and anti-virus software position in the
most vulnerable areas. Users must report any viruses detected/suspected
on their machine immediately to ICT via the ICT Helpdesk.

Users must be aware of the risks of viruses from email and the internet. If
in doubt any data received users should contact the ICT Team for advice.

Timeout and Account Lockout

Any computer that is left inactive for a pre-set period of time (as
determined by ICT) will be locked by ICT. This will be done through
automatic group policy settings, returning the monitor to the locked
desktop screen. The user will be required to re-enter their password to
unlock their account.

Users must ‘lock’ their computers, if leaving them unattended. For high risk
applications, connection time restriction should be considered. Limiting the
period during which the computer has access to the IT Services reduces the
window of opportunity for unauthorised access.

Users computer accounts must adhere to PCI requirements (see Section 9).
At time of writing this requires passwords to be reset every 90 days and
the account to be locked after 3 incorrect login attempts.

Document Review

The policy will be reviewed every 3 years or sooner if deemed necessary
(for example introduction of new legislation).

Agenda Item 15 Appendix 1



	Information Security Policy Committee Report 2024.pdf
	1.0 ISSUE
	2.0 RECOMMENDATION(S)
	3.0 BACKGROUND/OPTIONS
	4.0 ARGUMENTS/CONCLUSION(S)
	5.0 FINANCIAL IMPLICATIONS / EQUALITY IMPACT STATEMENT / CARBON IMPACT ASSESSMENT
	6.0 APPENDICES

	Information Security Policy 2024 - Appendix 1.pdf
	Information Security Policy
	1.0 Introduction
	2.0 Definition of Information Security
	3.0 Policy Compliance
	4.0 Legal and Regulatory Requirements
	5.0 Roles and Responsibilities
	6.0 Keeping Data Secure
	7.0 Access Control
	8.0 Security of Equipment
	9.0 Payment Card Industry (PCi) Compliance
	10.0 Security and Storage of Information
	11.0 Posting, Emailing and Copying Information
	12.0 Redacting
	13.0 Sharing and Disclosing Information
	14.0 Retention and Disposal of Information
	15.0 Vacating Premises or Disposing of Equipment
	16.0 Cloud Storage Solutions
	17.0 Systems Development
	18.0 Network Security
	19.0 Risks from Viruses and other malicious software
	20.0 Cyber Security
	22.0 Security of Third Party Access
	23.0 Data Backup
	24.0 Software
	25.0 Timeout and Account Lockout
	26.0 Document Review





